Instructions for Using Digital Signature

CAC enabled computers

**|f you are not using a CAC enabled computer go Page 2.**

1. Click the Signature box on the document you want to digitally sign.
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Signature:

2. Ifyou are using a CAC enabled computer your CAC credentials will appear in the sign document
box.

Sign Document ‘

L2l ]
Sign As: | Your Name will Appasr here. -] @

Certificate Issuer: DOD EMAIL CA-20
Appearance: | Standard Text -

Your Name and Credential will appear here.
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| | Lock Document After Signing @
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'
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3. Click on the Sign button.

4.  You will be prompted to Save the Form. Select the location on your PC to Save the SIGNED form.
5. Enter the PIN for your CAC card when prompted then click OK.

6. The form is now digitally signed and in most cases cannot be changed.

Your name appears here along with your Digitally signed by

Slgnamre Digital ID number. o=

Diate: 2010.03.01 07:56:11 -05'00"




Instructions for Using Digital Signature

NON-CAC enabled computers

1. Click the Signature box on the document you want to digitally sign.

Signature:

2. A Sign Document will appear. Click the Drop down arrow in the Sign As box & select NEW ID.

Certificate

Lock Document After Signing




3. The Add Digital ID box will appear. Select “A New Digital ID | want to create now” button.
v L T

Twant to sign this document using:

() My existing digital ID from:
@ A file
A roaming digital ID stored on a server

A device connected to this computer

@ A new digital ID' I want to create now

< Back Mext =

Click Next.

4. Select Windows Certificate Store in the next window.

CITTR s

Where wauld you like to store your self-signed digital ID?
(2 New PKCS#12 digital ID file

Creates a new password protected digital ID file that uses the standard PKC5#12 fermat.
This commen digital ID file format is supported by maost security software applications,
including major web browsers, PKCS#12 files have a .pfic or .pl2 file extension,

@ Windows Certificate Store

Your digital ID will be stored in the Windows Certificate Store where it will also be available
te other Windows applications. The digital ID will be protected by your Windows login.

[ < Back ][ Next >

Click Next.



5. Fill in the selected Fields appearing the next window.

Add Digital ID L& ]

Enter your identity information to be used when generating the self-signed certificate.

Name (e.g. John Smith): [VourName
Organizational Unit: W I
Organization Name: W

Email Address: 'm

Country/Region: [US-UN]TED STATES v]
|| Enable Unicode Support I
l
Key Algorithm: [ 1024-bit RSA - l
Use digital ID for: | Digital Signatures and Data Encryption - N

Click Finish.
6. Your newly created digital signature will appear in the Sign Document box.

Click on the sign button.

Sign Document [

X
Sign As: | Your Name v] @

Certificate Issuer. Your Mame
Appearance: | Standard Text -

Digitally signed by Your Name

I Our DN: en=Y our Name,
o=Optional, ou=Optional, )
email=you@there.com. c=US

Date: 2010.03.01 08:13:38
Name :

"] Lock Document After Signing

This digital signature will be stored on your PC.

When you want to digitally sign a document, in the future, using the digital signature you created,
perform the same procedures but in step 2 select your digital signature instead of New ID.

7. You will be prompted to Save the Form. Select the location on your PC to Save the SIGNED form.

8. The form is now digitally signed and in most cases cannot be changed.

Digitally signed by Your Name

S i gnature : Your Name CD:[;;u=Yom Name. o=Optional. ou=Optional. email=you@there.com.

Date: 2010.03.01 08:16:11 -05'00




